Beware of phishing texts and emails

HMRC: you are eligible for a
£202.62 tax refund due to the
COVID-19 outbreak. Please visit
https://ukgov -claim-
refund.com

' PayPal

Dear PayPal customer,

Your PayPal account is limaed, You have 24 hours 1o solve the
problem or your account will be permanetly disabled.

We are sorry to inform you that you no lenger have access 10
PayPal's advantages like purchasing. and sending and recenving
money.

Why is my PayPal account limited?
We believe that your account is in danger from unauthornzed users.

What can | do to resoive the problem?

You have to confirm all of your account detalls on our secured
server by cicking the link below and foliowing the stéps.

Conterm Your dormation

ROYAL MAIL: Your parcel has a
£2.99 shipping fee. Please pay this
now via: https://tracking-
royalmail.com or the parcel will be
returned to sender.

GOV.UK

| HM Revenue Customs

Income Tax rates and Personal Alloy

Dear TaxPayer

You are eligible to receive a refund of up to 425.58 GBP
In order to do 50, you are required to submit an official claim application
information you have registered with us.

Claim your tax

Note:

If you will not complate the refund form now | you will not be able 1o clain
refund onfine

HMRC Customer - Secured E-mail -
Best Regards, Luke Sullivan

Why you got this emall

You rogistored for a

rofund Gevernment Gateway

From HMRC Govermnment Gateway

This month, Fraud Protect Officers from Avon and Somerset Police want to make people aware of phishing texts and
emails. Fraudsters can pretend to be anyone over text or email and they are often influenced by current affairs, such
as government announcements and the cost of living crisis. Here are some text message examples below where we
have removed the links, but these could also come through via email.

When the victim follows the link, they will be asked for personal details such as bank/card information and
passwords. However, just clicking on the link alone can result in malicious spyware or viruses being downloaded
onto the victim’s device.

Unfortunately, there is often a secondary part to these phishing texts, which is particularly sophisticated. It is known
as “transfer into a safe account” fraud. The victim, maybe even a few days later, might be contacted by a fraudster,
purporting to be from their bank. The fraudster will know who they bank with, along with other personal details,
from the information harvested from the phishing text. They will claim that there has been fraud on their account
and their funds are at risk, often referring to the phishing text. The victim, remembering the recent phishing text, is
often convinced by the fraudster, feeling panicked by the thought of their funds being at risk. The fraudster explains
that, to protect their funds, they need to transfer them into a “safe account”. The bank details provided simply
belong to the fraudster.

REMEMBER:

e Stop and think before responding to any email or text message

e Don’t click on links unless you can verify where they came from

e Never provide information to anyone who contacts you out of the blue — take time to verify their credentials
through a trusted source

e Just because a text or email purports to be from a government agency or organisation doesn’t mean it is

e Forward scam text messages to 7726 (SPAM) and emails to report@phishing.gov.uk

e |f you are the victim of fraud contact Report Fraud



mailto:report@phishing.gov.uk

